
Entropy is a way to quantify the information content in a signal.•
Entropy is a measure of unpredictability or information content.•
In cryptography, the strength of encryption keys and passwords depends on their unpredictability, 
which is measured by entropy. High entropy ensures that keys and passwords are resistant to brute-
force attacks.

•

Example 7.1.1: Alice and Bob are exchanging the following messages in below table. Let us say that 
Alice can only send one of four different messages coded by the letters A, B,C, and D. Bob is a careful 
listener, so he keeps track of the frequency of each letter. 

By observing  consecutive messages from Alice, he reports the following:

Compute the probabilities for each letter based on Bob's observations.

7.1 Information and Shannon Entropy  
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Intuitively Understanding the Shannon Entropy

Definition 7.1.1 The Shannon entropy of a source with probability distribution {  } is the quantity

Note 7.1.1: Shannon entropy is always positive or zero.

Example 7.1.2: In Ex 7.1.1 compute the Shannon information entropy for each distributions 
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https://www.youtube.com/watch?v=0GCGaw0QOhA


   7. Quantum Information Theory Page 3    



Definition 7.2.1 The Density operator is the weighted sum of a basic expression of the form       

Example 7.2.1: Let         and         . Assume that     is sent with probability    
 

 
 and 

    is sent with probability    
 

 
 . Describe the corresponding density matrix in the standard basis.

7.2 Quantum Information and Von Neumann Entropy
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Example 7.2.2: Write the density matrix of the following alphabet with associated probabilities: 

Density operator acts on bra vectors

Example 7.2.3: Assume Alice has a quantum alphabet consisting of only two symbols, the vectors
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Assume that     is sent with probability    
 

 
 and     is sent with probability    

 

 
 . 

Bob uses the standard basis {   ,    } for his measurements. Compute        and         

Note: If Alice is sending     ’s, from Bob’s standpoint, the source behaves as the states

With probabilities given by 

The source has entropy given by

Example 7.2.4: Use the information of Ex 9.2.2. to compute the entropy  
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Definition 7.2.2: The von Neumann entropy for a quantum source represented by a density 

                            operator  is given by

               

 

   

        
                            

Example 7.2.5: Find the Von Neumann entropy of the quantum state in example 9.2.3.
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Example 7.2.6: Find the Von Neumann entropy of the density matrix
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